Throw Away Your IT Strategy!
Office Centricity is Dead.

Your Information Technology (IT) implementation and your strategic IT plans were ﬁne
until the coronavirus pandemic highlighted their shortcomings. We quickly discovered that
most IT implementations lacked persistent secure access from home. Since March,
cyber-attacks increased exponentially as a result of work-from-home (WFH) orders. Away
from the oﬃce, their unsecured digital transactions became prey to hackers lurking around
in cyber space.
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The Crunch to Make it Work
in the Absence of a Security
Framework
With the declaration of a Pandemic, the WHO
caused a series of worldwide home conﬁnement
orders.

Suddenly,

businesses,

private

and

public-sector organizations have had to abruptly
oﬀer various forms of “work-from-home (WFH)
setups for their employees. This sudden rush to
enact

company-wide

work-from-home

caught

many IT organization by surprise. Frankly, very few
of us had a contingency plan that included
everybody working from home for this long. There
was no-time for IT to build or extend an
architecture, or test and train people on how to be
secure while away from the protections of the
oﬃce intranet. Everyone started working from
home. Whatever application was not accessible
from home, was made accessible regardless of its
security posture. Indeed, when an employee or a
contractor could not access a system or service
from home, the IT did all it could to enable that
access.

Access

to

enable

employee

to

be

productive was more important. Security became
a nuisance or a roadblock. So, many of home
connections were ﬂawed; oﬀering vulnerabilities
that were easily exploitable by hackers.

phishing email attacks. The same trend
was reported by other Cyber Security
research ﬁrms such as Barracuda
Sentinel, FireEye, Checkpoint, etc.
Worldwide, NetWex CyberWex
observed a 667% increase in
cyber-attacks. The increase was more
acute in Africa with 739% malicious
act that seeks to damage data, steal
data, or disrupt digital life. These
increases led the World Health
Organization (WHO) to issue a worldwide
alert on April 23rd, 2020.

This Pandemic is a Gold
Mine for Hackers
Over the last 2 months (March, April), hackers had

In today’s unprecedented context, a

a feast. My good friend and excellent cyber analyst

cyberattack can deprive organizations

Jason Nicholas put it this way: "From the hackers

and citizens access to their devices, data

perspective, this pandemic is a gold mine."

or to information critical for their survival.

Between March 1st and April 23rd, 2020 Jighi
Security Services (JSS) detected 795,895 spear-
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In a worst-case scenario, broad-based
cyberattacks could cause widespread

infrastructure failures for governments that

Just in the past few days (March 11th, 2020)

take entire communities or cities oﬄine,

the US Department of Health and Human

obstructing economies, healthcare providers,

Services has been the target of cyber

public systems, networks and the entire law

attackers with the intention to disrupt

and order.

operations and information ﬂow

The Workplace has Changed. It is Time to
Adapt your IT Infrastructure.
I submit that everything has changed with this
pandemic. So has IT implementations and their
strategic plans.
Under the proposed new paradigm, the “oﬃce
centric intranet” should not be limited to the
boundaries of the oﬃce or the campus. The
new Intranet should be virtually extended to
wherever the employee is (Home, Oﬃce, Car,
Hotel, Café, Etc.). All the digital protections
aﬀorded to the current oﬃce intranet would be
aﬀorded to the individual employee regardless
of his geographic location. I call it Anywhere
Secure Access (ASA). From an IT strategic
standpoint, this is a tectonic shift. Therefore,
you need to redo the pre-pandemic strategic
plans.

Office Centricity is Over
This week, the CEO of Shopify (SHOP) Mr. Tobi
Lutke announced that the world of work has
been turned on its head. “Oﬃce centricity is
over," he said. He is not alone, Twitter (TWTR),
Square (SQ), Facebook (FB), Box (BOX) and

Anywhere Employee
many other Silicon Valley tech companies
have decided to turn their company into
“digital by default”; meaning default work
-from-home

(WFH)

for

non-production

employees. The implications are huge. Not
only for IT but from employment
perspective. One immediate fringe beneﬁt:
You no longer need to live in Silicon Valley
(very expensive) to work for a Valley
company! But I digress.
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The strategy of the technology
thought leaders is clear and simple.
They are fully embracing the concept

Virtual Desktop The New
Employee Workstation

Let’s ﬁrst deﬁne what Virtual Desktop

of Anywhere Secure Access (ASA).

is. Simply put Virtual Workstation

The “how implement” will be left to

(VW) or Virtual Desktop (VD) is a

CIO and other IT leaders.

system that allows a user to access

Conceptualizing the New
IT Infrastructure

computer services, where the
operating system, all applications,
and data are kept on a datacenter

Although this new IT strategy would

(cloud) instead of a local device. In

have many components, the end

fact, desktop virtualization is

goal of it all would enable the

deﬁned as software technology that

authorized user to be securely

separates the desktop environment

capable to operate from anywhere.

and associated application software

One way to conceive this is by

from the physical client device that is

implementing a “virtual workstation

used to access it. This separation is

(VW)” which is nothing more than a

the ﬁrst level of security which helps

simple Virtual Interface on every

protect corporate infrastructure from

employee’s laptop, smart phone or

a possible compromised user.

tablet. Once launched, the “virtual
workstation” connects (via encrypted
link & and globally distributed
proxies) to the corporate Intranet. In
doing so, it extends the corporate
Intranet to that virtual workspace,
enabling the employee to access
applications, ﬁles servers and other
internal IT tools which used to be
only

available

from

the

oﬃce

intranet. Depending on the nature
and the corporate policy,
administrators can allow some of the
ﬁle, tools and applications to run
oﬄine while others will be strictly
inaccessible

unless

a

authenticated connection is
established by the user.

secured

If an employee’s device or hardware
became compromised or is lost, the
restoration is much more
straightforward and simpler. Because
no data is saved to the user’s device, if
that device is lost, there is much less
chance that any critical data will be
compromised. The user can just
access his full desktop from another
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device. A virtual desktop is therefore the

The traditional oﬃce as we know it today will

ultimate expression of remote access and

continue to be a common gathering place

cloud computing; allowing users to access

where production employees and certain

their work from anywhere via secured access.

categories of workers will still gather.

Publishing Software &
Applications to User Virtual

However, it is unlikely that it will exist as the
sole central gathering place for the purpose of
accessing all critical assets of the organization.

Workstation

Under the new IT framework, those assets

Most oﬃce applications along with virtual IP

via Anywhere Secure Access (ASA).

phones, video conference applications and a

would be digitally transformed and accessible

host of collaborative tool would be heavily
leveraged within the Virtual Workstation to
make the remote user experience almost
equal to that of the in-premise employee.
Obviously, for all this to work, fast Internet
connection would have to “become”
ubiquitous. Hello 5G and broadband
everywhere! Africa and other countries lagging
behind in broadband Internet connections
should be on notice.
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From a strategic standpoint, this is a
tectonic shift in modern oﬃce IT
design, network security, and support
strategy. The umbilical cord that ties
the components of this new strategy
together is Anywhere Secure
Access (ASA)
-

Building an IT Infrastructure

The building blocks of this new IT strategy is

for Full Mobility

based on centralize control (Mobility Access,

Whereas the old IT infrastructure was built with

The emphasis here is built-in security that

the ability for some people to work from home,
the new IT will be built for people to work from
anywhere.
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Built-in Security, Clouds, & Applications).
follows the employee to be anywhere
(Mobility Access).

Employee’s security and mobility access will
come in the form of encrypted connectors and
cloud centricity of ﬁles and applications.
The user’s virtual workstation establishes an
encrypted connection after being authenticated.
The main criteria of this new IT strategy are
clearly security and isolation. A single employee
should not be a point of failure for the entire
corporate security. All data and access should be
centrally controlled and protected.

The Age of Anywhere
Secured Access (ASA) has
Began
All the buildings blocks of the new IT
infrastructure already exist. Some companies,
including ours already live in this world of
Anywhere Secure Access (ASA). As stated earlier,
Facebook, Twitter, Box, Square, Shopify and
many Silicon Valley tech companies announced
this week that they are not going back to oﬃce
centricity.
Although the concept of virtual workstation
existed for years, it never became central to
most IT strategies. The Covid-19 pandemic
only helped us strengthen and highlight the
beneﬁts of such approach and the pitfalls of the
old oﬃce centricity IT design
Indeed, early adopters of Secure Access with
Virtual Desktop have long been reaping the
beneﬁts of this innovation. As an example, Jighi
helped a Telecom company franchise operation
migrate onto a Virtual Desktop infrastructure.
This enabled them to achieve 100% continuity of
business over the last 4 years. Even throughout
this Covid-19 pandemic, franchisees were able
to operate without interruption.

Now and for the foreseeable future, this
model of operation (Anywhere Secured
Access) or some other formulation of the
same, should be the basis for most modern
IT strategy./.
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